The Traffic Control Manual Table of Contents:

The Traffic Control Manual

Instructions on how to install, configure and maintain the
Traffic Control product

Last modified Fri Aug 15 06:16:27 2008 GMT

14 Aug 2008 1


http://mailchannels.com/

Table of Contents:

. A Quick Start Guide

This chapter provides the minimum information you need to get to know to get started with TC. The
rest of the chapters will supply the extended and in-depth information about the product and its work-
ings.

. Traffic Control Introductign

A basic overview of the system

. Installing Traffic Contrgl

This chapter provides an in-depth Traffic Control installation coverage.

. Traffic Control License Filgs

This chapter explains about Traffic Control's licensing and how to install a license file, which is
needed to run Traffic Control.

. Traffic Control Configuratign

This chapter provides an in-depth Traffic Control configuration details.

. Access Control Ligts

This chapter discusses using Traffic Control's ACL files to whitelist, blacklist and throttle particular
client hosts.

. Optional Addon Specific Instructigns

If you have purchased optional addons, you will find the specific instructions for installation, config-
uration and troubleshooting for those addons in this chapter.

. Configuration of 3rd party products used in conjunction with Traffic Control

Sometimes there is a need to make adjustment and configuration tuneups to products and systems
used in conjunction with Traffic Control. This chapter provides that information.

[o9.

Traffic Control Operation Instructigns

This chapter provides details pertinent to management of Traffic Control.

[ 10. Understanding Traffic Control Logg|ng

This chapter explains how to interpret and maintain log files generated by Traffic Control

|- 11. Troubleshooting Traffic Control problgms

Frequently encountered problems (warnings and fatal errors) and their troubleshooting.

|- 12. Traffic Control Customer Support

This chapter provides the customer support information.

14 Aug 2008



A Quick Start Guide 1 A Quick Start Guide

1 A Quick Start Guide

14 Aug 2008 3


http://mailchannels.com/

1.1 Description

1.1 Description

This chapter provides the minimum information you need to get to know to get started with TC. The rest
of the chapters will supply the extended and in-depth information about the product and its workings.

The Quick Start Guide includes information on Traffic Control related to downloading the install package,
installing it, minimal configuration, starting up, testing, and shutting down Traffic Control, as well the
location of log files.

1.2 Getting the TC package

In an email from MailChannels you received the location of the TC package, login and password to down-
load it.

If you have not yet received this email then please contact tc-support@mailchannels.com
Following the instructions in this email you will retrieve a tar.gz package.

For example, you may have downloaded a package file similar to the following file.
TrafficControl-3.0.001-x86_64-Linux-2.6.tar.gz

Next unpack the package file somewhere on the the target machine.

% gunzip TrafficControl-3.0.001-x86_64-Linux-2.6.tar.gz
% tar -xvf TrafficControl-3.0.001-x86_64-Linux-2.6.tar

This will unpackage it into an installation directory of the same name (minus the .tar.gz)

1.3 Installing the TC package

To install the package change directory into the installation directory and run the installer

% cd TrafficControl-3.0.001-x86_64-Linux-2.6
% sudo .f/install.sh

The installer will prompt you with various questions which will allow it to create a basic TC configuration
file.

One of the first questions relates to the installation directory. You may install it anywhere you wish, but
for the purpose of this manual we assume that you've installed it (optéfrafficControl

For the most part we recommend you use the default values suggested by the installer, although you will
need to correctly configure the following directives.

To configure the ProxyServerAddr directive you will be prompted for the IP address of your MX record.
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A Quick Start Guide 1.4 Starting TC

IP address to use for Traffic Control? [123.45.67.8]:
Port to use for Traffic Control? [25]:

To configure th P directive you will be prompted for an IP address untrusted by your MTA.

IP address to bind to when forwarding messages? [127.0.0.1]:

To configure the¢ MailServerAddr directive you will be prompted for the IP address and port of your MTA.

Forward messages to IP address? [127.0.0.1]:
Forward messages to port? [25]:

To configure th in directive you will be prompted for the email address of the administrator of
your Traffic Control installation.

Traffic Control admin email? [mailadmin@example.com]:

To configure the unprivileged user that Traffic Control should be run under, you will be prompted for a
user name which defaults to mecsmtpd.

Traffic Control user? [mcsmtpd]:

To configure the unprivileged group that Traffic Control should be run under, you will be prompted for a
group name which defaults to mcsmtpd.

Traffic Control group? [mcsmtpd]:

Further details on manually configuring these directives can be found[in the Traffic Control Configuration
chapter of the manual.

1.4 Starting TC

To start the TC server run the startup script.

% sudo /opt/TrafficControl/scripts/start-proxy.sh

1.5 Testing TC

You can test Traffic Control has been installed and configured correctly by running the following script. It
will send 2 emails the admin email account you configured during the installation.

% /opt/TrafficControl/scripts/test-installation.pl
You should see something similar to this output
ServerAdmin => server_admin@mailchannels.com
ProxyServerAddr => 123.45.67.8:25

ProxyClientlP => 123.45.67.8
MailServerAddr => 127.0.0.1:25
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1.6 Stopping TC

Testing accept 'server_admin@mailchannels.com' via MTA: OK
Testing reject 'foo@example.com' via MTA: OK

Testing accept 'server_admin@mailchannels.com' via Proxy: OK
Testing reject 'foo@example.com' via Proxy: OK

The traffic created by this test script will be logged in the traffig_log

% sudo tail /opt/TrafficControl/logs/traffic_log

1.6 Stopping TC

To stop the TC server run the shutdown script.

% sudo /opt/TrafficControl/scripts/stop-proxy.sh

1.7 Log Files

Logging files are located here

/opt/TrafficControl/logs/
Here you will find the following logs:

traffic_logis a log of all the traffic that Traffic Control encounters. Please refer fo the Lpgging chapter for
more details about this file.

error_log collects any application-level warnings or errors that may happen during the run-time of Traffic
Control.

debug_loglogs debug information. If debugging is enabled then verbose debugging information will be
recorded here.

Additional logs will be found here for any 3rd party plugins used with Traffic Control.

1.8 Configuration Files

The configuration files are located in:

/opt/TrafficControl/conf/

Here you will find the following configuration files

proxy.confcontains all the configured directives. See the chapter Traffic Control Configlration for more
information on the configuration directives available.
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2.1 Description

2.1 Description

A basic overview of the system

2.2 Introduction

A 100% software-based solution, Traffic Control email connection management system enhances existing
spam and content filtering security technologies and provides the highest level of email delivery assurance
available today.

Traffic Control's main features are:
® Real-Time SMTP MultiplexingTM - ensures service availability even during distributed attacks.

e Connection management safely reduces spam and virus traffic, eliminating the need for a message
quarantine.

® Runs on existing server hardware.

® Optional real-time content filtering modules provide unsurpassed deliverability feedback.
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Traffic Control Introduction 2.3 How Traffic Control Works

2.3 How Traffic Control Works

Traffic Control intercepts SMTP traffic at the network edge, applying a number of filters and controls
before passing it on to the mail transfer agent (MTA). "Triggers" embedded in Traffic Control monitor
sender behavior, reputation, and message content. Depending on which triggers fire, the sender is allocated
a portion of the MTA's resources. "Good" senders receive more resources than "bad" senders, who must
wait in a queue to be served.

2.4 How Traffic Control Fits Into Your Existing Network

As depicted on the following diagram Traffic Control can run either on a dedicated machine or the same
machine as the MTA.

Traffic Control Placement

Each Traffic Control server instance interfaces a single MTA server. That is if you need to run 4 MTA
servers you will need to run four instances of Traffic Control. If you decide to run Traffic Control on the
same machine as the MTA, you will not need any additional hardware.

Typically after installing Traffic Control the total number of needed MTA servers will go down, so you
should be able to re-purpose some of the servers for other needs or keep them for the future growth.
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Installing Traffic Control 3.1 Description

3.1 Description
This chapter provides an in-depth Traffic Control installation coverage.

It contains pre-installation configuration for specific operating systems and MTAs. You should read this
entire document before proceeding with the installation.

3.2 Running the Installer

Among other things, the installer will ask for:
* |P address of your MX record

* |P address untrusted by your MTA
* |P address/port of your MTA

To install Traffic Control, uskashto run theinstall.sh script located in the root of the extracted Traffic
Control tarball.

3.3 Traffic Control w/ MTA

A common Traffic Control configuration involves installing Traffic Control on the same server as an
existing MTA. This takes advantage of existing hardware allowing administrators to do more with the
current email infrastructure.

The concern with this configuration is that the MTA should not trust the Traffic Control proxy; otherwise,
there is potential to create an open relay.

For each MTA the configuration details for making the Traffic Control proxy untrusted are different. The
following sections describe the configuration for some of the more popular open source MTAs.

3.4 MTA Configuration

3.4.1 sendmail

By default, sendmail will listen for connections on all configured network interfaces. To disable this
behavior you must configure sendmail to listen on a specific network address by adding the following line
to your/etc/mail/sendmail.mcfile:

DAEMON_OPTIONS('Addr=127.0.0.1, Port=25, Name=MTA")dnl

Remove otheDAEMON_OPTIONS lines unless this sendmail instance services clients other than the
Traffic Control proxy.

By default, sendmail will relay mail originating from any configured network interface. To disable this
behavior and treat the Traffic Control proxy as an untrusted client, add the following line to the definitions
section of youfetc/mail/sendmail.mcfile:
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3.4.1 sendmail

define("confDONT_PROBE_INTERFACES', "True')dnl
Now rebuild your sendmail configuration and tell sendmail to reload the newly built configuration file.

See also MailServerLimitedHelo, MailServerConnPoolMaxRequests

3.4.1.1 Create a Network Alias

Part of the configuration, regardless of the MTA being used, is to create a network alias on the loopback
adapter which Traffic Control will bind to when forwarding messages to the MTA. For the purpose of this
document we will use loopback interface "lo:1/100:1" and the IP address "10.0.0.1"

3.4.1.1.1 Linux - RedHat Derivatives

To add the alias use the following command:

ifconfig lo:1 10.0.0.1 up

To make the alias persist across system reboot, create a new /éte/syscon-
fig/network-scripts/ifcfg-lo:1, that contains the following:

DEVICE=lo:1

IPADDR=10.0.0.1

NETMASK=255.255.255.0

ONBOOT=yes
NAME=TCClient

3.4.1.1.2 Linux - Debian Derivatives

To add the alias use the following command:

ifconfig lo:1 10.0.0.1 up

To make the alias persist across system reboot, edit théefdfetwork/interfaces and add the follow-
ing lines:

auto lo:1

iface lo:1 inet static

address 10.0.0.1
netmask 255.255.255.0

3.4.1.1.3 SunOS

To add the alias use the following command:

ifconfig 100 addif 10.0.0.1 netmask 255.255.255.0
ifconfig 100:1 up

To make the alias persist across system reboot, create a neletéilepstname.lo0:1 that contains the
following:
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Installing Traffic Control 3.4.2 postfix

10.0.0.1

3.4.2 postfix

To ensure that Traffic Control does not turn your mail server into an open relay, it's essential that Postfix
be configured reject relaying from unauthorized senders -- INCLUDING the IP address to which Traffic
Control is bound. To prevent open relaying, simply add the reject_unauth_destination restriction to the
smtpd_recipient_restrictions configuration in main.cf (or as a per-service option in master.cf):

smtpd_recipient_restrictions = reject_unauth_destination
Note that only one smtpd_recipient_restrictions line should be specified in the configuration file.

So long asmtpd_recipient_restrictions has thereject_unauth_destinationrestriction set, it is difficult
to configure Postfix and Traffic Control as an open relay.

Next, to maximize message throughput, disable Postfix's built-in junk command throttling mechanism.
This mechanism is very useful for limiting abuse when Postfix is connected directly to Internet hosts.
When it is receiving connections only from Traffic Control, however, the junk command throttling mecha-
nism severely limits message throughput.

To disable junk command throttling, specify the following in main.cf:

smtpd_error_sleep_time =0
smtpd_soft_error_limit = 10000
smtpd_hard_error_limit = 10001
smtpd_junk_command_limit = 10000

These configuration lines will raise the junk command limits high enough that they will never impact the
Traffic Control connection pool.

Finally, configure the XCLIENT command support.

Traffic Control supports the XCLIENT command, which allows it to communicate the real source IP,
hostname, and other characteristics of SMTP clients to Postfix -- essentially making Traffic Control a
transparent proxy. For more information on XCLIENT, see

|http://www.postfix.org/XCLIENT README.htnl.

Note: If you plan to use XCLIENT, it's essential that you permit any host to send XCLIENT to Postfix by
specifying the following in main.cf:

smtpd_authorized_xclient_hosts = 0.0.0.0/0

If you don't specify this in your configuration, you will see "insufficient authorization" errors in your
mail.log.

Finally, tell postfix to reload its configuration file:
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3.5 Testing the Installation

% postfix reload

3.4.3 exim

This excerpt is taken directly from the exim 4.x documentatio®70bh9. Using an ACL to control relay-
ing. For additional information refer the the documentation directly,
|http://www.exim.org/exim-html-4.20/doc/html/spec 37.htmI#SECT37.19:

In the main part of the configuration, you put the following
definitions:

domainlist local_domains = my.doml.com : my.dom2.com
domainlist relay_domains = friend1.example : friend2.example
hostlist relay_hosts =127.0.0.1/8

Now you can use these definitions in the ACL that is run for
every RCPT command:

acl_check_rcpt:
accept domains = +local_domains : +relay_domains
accept hosts = +relay_hosts

The first statement accepts any RCPT command that contains an
address in the local or relay domains. For any other domain,
control passes to the second statement, which accepts the
command only if it comes from one of the relay hosts. In

practice, you will probably want to make your ACL more
sophisticated than this, for example, by including sender and
recipient verification. The default configuration includes a

more comprehensive example, which is described in chapter 7.

3.5 Testing the Installation

At this point it is important to test that the Traffic Control and MTA are configured to deliver email to
addresses it is supposed to and that neither is configured as an open relay.

To start Traffic Control run thecripts/start-proxy.sh script located in the root of the Traffic Control
installation directory. The output from the script should look something like this:

Starting pOf engine ... Ok
Starting spfd engine ... Ok
Starting TrafficControl ... Ok

Next you can run thscripts/test-installation.pl script located in the root of the Traffic Control installa-
tion directory. This script will test that email can successfully be delivered to the Traffic Control adminis-
trator address via the MTA and via Traffic Control, and that email addres$ed@mexample.comwill

neither be delivered via the MTA nor Traffic Control. The output from the script should look something
like this:
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Installing Traffic Control 3.6 Unattended Installation

ServerAdmin => root@yourdomain.com
ProxyServerAddr => 12.34.56.78:25
ProxyClientIP =>10.0.0.1
MailServerAddr => 127.0.0.1:25

Testing accept 'root@yourdomain.com' via MTA: OK
Testing reject 'foo@example.com' via MTA: OK
Testing accept 'root@yourdomain.com' via Proxy: OK
Testing reject ‘foo@example.com' via Proxy: OK

3.6 Unattended Installation

If you need to automate the deployment of Traffic Control to a number of different machines, the unat-

tended installation feature is for you. Basically, all you need to do is:

e Configuration Template

Modify the default configuration template to suit your needs. The default configuration template is

located in the “conf/proxy.conf' file that comes with the Traffic Control package.

® Answers File

Create an answers file for each machine you want to install Traffic Control on. This file will contain
the installation parameters specific to each machine. The following parameters must be provided:

Here is an example answers file:

def_license_user='"Mike Smith'
def_install_prefix="/opt'
def_license_email="mailadmin@example.com'
def_proxy_address='129.33.88.1'
def_proxy_port="25'
def_bind_address='127.0.0.1'
def_forward_address='127.0.0.1'
def_forward_port="25'
def_server_admin="mailadmin@example.com'
def_user='mcsmtpd'

def_group="mcsmtpd'

® Run Installer

Run the install script on each machine using the corresponding answers file.

> sudo bash install.sh -c mx1-answers-file

3.7 Next Step

Next you should read tHe configurafion chapter to learn how to configure Traffic Control to suit your

needs.
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Traffic Control License Files 4.1 Description

4.1 Description

This chapter explains about Traffic Control's licensing and how to install a license file, which is needed to
run Traffic Control.

4.2 Do | Need A License File?

Without a license Traffic Control will run, but in a very limited way. It is important to make sure you have
a valid license before running Traffic Control in a production environment.

4.3 What Does A License File contain?

Traffic Control license files contain the name of the owner of the license and the expiration time of the
license. The owner will be you or your organisation. This helps us track who owns a given license.

License files also govern the capabilities of a running Traffic Control installation. For example, you may
be restricted on the number of concurrent connections you can make to your Mail Server or the number of
incoming connections you can throttle concurrently.

These limitations are decided by Mailchannels at the time of license creation, and you will be informed
about these limitations when you receive the license file.

4.4 Receiving A License File

Mailchannels support will provide you with a license file via email at the time of purchase of Traffic
Control. We will also provide you with an evaluation license file if you are evaluating Traffic Control.

For general evaluation, from time-to-time, we may also provide license files for download on the
Mailchannels.com website.

If you feel you have not received your license file or your license is due to expire, then please contact
tc-support@mailchannels.com

4.5 Installing A License File

By default, the license filenameT«€-LicenseThis file can be copied into Traffic Control's configuration
directory. By default this in the following location.

/opt/TrafficControl/conf

Therefore, once installed, the license file should be found here.

/opt/TrafficControl/conf/TC-License
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4.6 License Expiration

After copying a license file into this directory it is recommended that you restart Traffic Control, so that
you can immediately start using the benefits of this license.

lopt/TrafficControl/scripts/restart-proxy.sh

4.6 License Expiration

All Traffic Control licenses expire. When you are given the license file, you will be informed of when it
will expire. You must ensure you contact Mailchannels to receive an updated license in good time before it
expires. Once the license file expires the functionality of Traffic Control will be restricted, and your instal-
lation of Traffic Control will be deemed unlicensed.

4.7 Validating A License

When Traffic Control starts up it checks the license file at the following location.

lopt/TrafficControl/conf/TC-License

If a valid license if found there it will print the details of the license into the error_log, which by default
can be found here.

lopt/TrafficControl/log/error_log
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5 Traffic Control Configuration
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5.1 Description

5.1 Description

This chapter provides an in-depth Traffic Control configuration details.

5.2 Configuration Files

During the installation process the installer asks several questions to create the basic configuration needed
to start Traffic Control and have it receive incoming SMTP connections and proxy those connections to
the back-end MTA.

The next step is tune up the configuration file by enabling and configuring the extended features, which
are explained in detail in this document.

5.3 Administration Directives

5.3.1 ServerAdmin

ServerAdmin <Email>

This specifies the email address of the Traffic Control administrator.

5.4 Proxy Directives

5.4.1 ProxyServerName
ProxyServerName <Hostname>

This is the hostname of Traffic Control.

5.4.2 ProxyServerAddr

ProxyServerAddr <Address>

Which IP:Port the server side of the proxy should listen on:

ProxyServerAddr <IP:Port>

The following diagram provides a visual representation of the configuration directives ProxyServerAddr,
ProxyClientlP and MailServerAddr:

client proxy MTA
+ + + + + Fommmmeee +
| +---<->---+ server | client +---<->---+ [
+ + + + Fommmeee +
AN N N

ProxyServerAddr ProxyClientlP MailServerAddr

20 14 Aug 2008



Traffic Control Configuration 5.4.3 ProxyServerUser

5.4.3 ProxyServerUser
ProxyServerUser <User>

The operating system user under which Traffic Control runs.

5.4.4 ProxyServerGroup
ProxyServerGroup <Group>

The operating system group under which Traffic Control runs.

5.4.5 ProxyClientIP
ProxyClientlP <IP>

The originating IP address for outgoing connections from the proxy.

5.4.6 ProxyDatabasePath

ProxyDatabasePath <Path>

The directory under which Traffic Control temporary data files are stored.

5.4.7 ProxyMaxConnections
ProxyMaxConnections <Connections>

This is the maximum number of concurrent connections allowed by the system. If you find the system is
being swamped by connections and is unable to support them all, reduce this number to something more
reasonable.

Default: 500

5.4.8 ProxyMaxThrottledConnections
ProxyMaxThrottledConnections <Connections>
This is the maximum number of concurrent throttled connections.

Default: none (unlimited)
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5.4.9 ProxyMaxThrottledConnectionsPerlP

5.4.9 ProxyMaxThrottledConnectionsPerlP
ProxyMaxThrottledConnectionsPerlP <Connections>
This is the maximum number of concurrent throttled connections from a host with the same IP address.

Default: 10

5.4.10 ProxyTimeOut

ProxyTimeOut <Timeout>

If, after the specified timeout, the client did not send or receive the data, the connection will be aborted.
The timeout is specified in minutes, seconds and microseconds.

Format is "2m15s" (2 minutes, 15 seconds)

Examples:

ProxyTimeOut 1h5s
ProxyTimeOut 20m
ProxyTimeOut 1s500000u

Default: 3m

5.4.11 ProxyServerTimeout
ProxyServerTimeout <Timeout>
The length of time to wait for the local MTA to respond.

Default: 3m

5.4.12 ProxyClientTimeout
ProxyClientTimeout <Timeout>

The length of time to wait for clients to respond.
Format is "2m15s" (2 minutes, 15 seconds)

Default; 3m
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Traffic Control Configuration 5.4.13 ProxyConnectDelay

5.4.13 ProxyConnectDelay
ProxyConnectDelay <Delay>

The amount of time in seconds or microseconds to wait before displaying the SMTP banner to clients that
are not part of ProxyConnectNoDelayCIDR.

Format is "15s500000u" (15 seconds, 500,000 microseconds)

Default: Os (no delay)

5.4.14 ProxyConnectNoDelayCIDR
ProxyConnectNoDelayCIDR <CIDR>

A range of IP addresses specified in CIDR format. This directive may occur multiple times in the same
context.

Examples:

ProxyConnectNoDelayCIDR 192.68.1.0-192.68.2.255
ProxyConnectNoDelayCIDR 192.68.1.0 192.68.2.255
ProxyConnectNoDelayCIDR 192.68.1.0-192.68.1.15 192.68.2.255

5.4.15 ProxyOriginallPHeader

ProxyOriginallPHeader <HeaderName>
Specifies the name of the header that will contain the IP address of the originating MTA.

Example:

ProxyOriginallPHeader X-Original-IP

Default: X-Original-I1P

5.4.16 ProxyMaxRecipients
ProxyMaxRecipients <Recipients>

Specifies the maximum number of envelope recipients for a single message. If this number is exceeded,
the client will receive a "451 Too many recipients; please try again later" message.

Example:

ProxyMaxRecipients 10
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5.4.17 ProxyDNSTimeoutDefault

Default: none (unlimited)

5.4.17 ProxyDNSTimeoutDefault

ProxyDNSTimeoutDefault <Timeout>
The length of time to wait for DNS queries to respond.
Format is "2m15s" (2 minutes, 15 seconds)

Example:

ProxyDNSTimeoutDefault 1m10s

Default: 10s

5.4.18 ProxyLogDebug

ProxyLogDebug <On|Off>

Turns on debug logging. This logging is verbose, so only use with low traffic instances of Traffic Control
as it will affect performance.

Example:

ProxyLogDebug On

Default: Off

5.4.19 ProxyLogDebuglO
ProxyLogDebuglO <On|Off>

Turns on debug 10 logging. This will only be seen in the debug_log if ProxyLogDebug is also configured
to "On". This will log lower-level information about the data flowing in and out of Traffic Control.

Example:

ProxyLogDebug On
ProxyLogDebuglO On

Default; Off

5.4.20 ProxyOriginalConnectionHELO

ProxyOriginalConnectionHELO <On|Off>
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Traffic Control Configuration 5.4.21 ProxySpawnListeners

Turns on the passing of client connection details to the MTA via the SMTP HELO command. The MTA
will receive the command as "HELO domain [ip]" where "domain” is the envelope helo and "ip" is the
actual client address. It should only be enabled if the MTA supports a HELO string in this format.

Example:

ProxyOriginalConnectionHELO On

Default: Off

5.4.21 ProxySpawnListeners
ProxySpawnListeners <Processes>
The maximum number of Traffic Control processes listening and processing connections.

Example:

ProxySpawnListeners 32

Default: 16

5.4.22 ProxyListenerMaxRequests
ProxyListenerMaxRequests <Processes>
The maximum number connections each Traffic Control listener process will handle before it is recycled.

Example:

ProxyListenerMaxRequests 5000

Default: O (unlimited)

5.4.23 ProxyLicenseFile
ProxyLicenseFile <File>
The location of the Traffic Control license file. This path should be absolute.

Example:

ProxyLicenseFile /etc/tc/TC-License

Default: /etc/tc/TC-License
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5.5 Mail Server Directives

5.5 Mail Server Directives

5.5.1 MailServerAddr
MailServerAddr <Address>
The IP address and port of the host running the mail queue to forward messages to.

Address can be either be an IP and port combination or a socket path.

MailServerAddr <ip_address>:<port>|<socket_path>

5.5.2 MailServerConnPoolMax

MailServerConnPoolMax <Size>

The size of the mail server connection pool. This value will limit the number of concurrent connections to
the mail server. Each listener will have this many connections to the mail server. Ther&orry 8-
pawnListeners is set to 8 antMailServerConnPoolMax is set to 10 then there will be a total of 8

* 10 = 80 connections to your mail server.

Default: 20

See alsoProxySpawnListeners

5.5.3 MailServerConnPoolMaxRequests
MailServerConnPoolMaxRequests <Requests>

The maximum number of request/messages that a pooled connection will handle before it is recycled and a
new connection is established.

Sendmail has some hard limits on the number of commands that can be issued over a long running connec-
tion. Beyond this limit, sendmail will start delaying its responses to the client. To be on the safe side we
default to 3 requests per pooled connection. If you are not running sendmail or you have patched your
sendmail, feel free to increase this value.

Default: 3

5.5.4 MailServerLimitedHeloUsage
MailServerLimitedHeloUsage <On|Off>

If this flag is set to "On" then there will be a restriction on the number of times the HELO command is
used in communicating with the MTA. Use this if you are using an unpatched sendmail installation, as
sendmail will throttle a SMTP connection that uses the HELO/EHLO more than a few times, which will

restrict Traffic Control's multiplexing capabilities.
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Traffic Control Configuration 5.6 SSL Trigger

Default: Off

5.5.5 ProxyQueuelDFormat
ProxyQueuelDFormat <sendmail|postfix|gpsmtpd|gsmtpd|gmail|exim>

If this directive is configured, the traffic access log will have a special entry for the Queue ID, which is the
id sent to the client when the message is queued. The only argument the directive expects is the name of
the MTA (mail transfer agent), so it will how to extract that id from the MTA's queue response line.

Note: Support is currently provided only for Sendmail, Postfix, gpsmtpd, gmail and exim.

Default: none

5.6 SSL Trigger
5.6.1 ProxySSLENgine

ProxySSLEngine <On|Off>

Enables or disables the SSL engine. If enabled, you should speckySSLCertFileandProxySSLKey-
File below to have anything interesting happening.

Default: Off

5.6.2 ProxySSLCertFile
ProxySSLCertFile <File>
Specifies the path the the SSL certificate file.

Default: none

5.6.3 ProxySSLKeyFile

ProxySSLKeyFile <File>
Specifies the path the the SSL key file.

Default: none
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5.6.4 ProxySSLCipherList

5.6.4 ProxySSLCipherList

ProxySSLCipherList <SupportedCiphers>

Specifies the list of supported ciphers. Refgr to http://www.openssl.org/docs/apps/cipHers.html for detailed
cipher specification documentation.

Default: ALL:ILOW:IEXP

5.6.5 ProxySSLVersion
ProxySSLVersion <SSLv2|SSLv3|SSLv2/3|TLSv1>
Specifies the SSL version to be used. Possibly values are SSLv2, SSLv3, SSLv2/3, TLSv1.

Examples:

ProxySSLVersion SSLv2
ProxySSLVersion TLSv1

Default: SSLv2/3

5.6.6 ProxyOpportunisticTLS
ProxyOpportunisticTLS <On|Off>

This directive controls the availability of opportunistic TLS. If the SSL engine is properly enabled and
ProxyOpportunisticTLS has a value of On, then STARTTLS will be advertised to any client. If the value
is Off, then STARTTLS will only be advertised to clients required to use TLS by ProxyRequireTLS*
directives.

Default: On

5.6.7 ProxyRequireTLSClientDomainFile
ProxyRequireTLSClientDomainFile <MatchFile> [<CipherBits>]

This directive can be used to enforce a per domain TLS policy based on a reverse lookup of the client's IP
address. Originating MTAs from domains listed in <file>, as determined by a reverse DNS lookup, will be
required to use a TLS cipher with an optionally specified minimum number of cipher <bits>. Refer to
IACL File Formatp for details of the format for this file.

Default: none
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5.6.8 ProxyRequireTLSEnvelopeDomainFile
ProxyRequireTLSEnvelopeDomainFile <MatchFile> [<CipherBits>]

This directive can be used to enforce a per domain TLS policy based on the envelope domain specified in
the SMTP HELO/EHLO command. Originating MTAs from domains listed in <file> will be required to
use a TLS cipher with an optionally specified minimum number of cipher <bits>. Refer to AC| File
for details of the format for this file.

Default: none

5.6.9 ProxyRefuseTLSClientDomainFile
ProxyRefuseTLSClientDomainFile <MatchFile> [<CipherBits>]

This directive can be used to exclude clients from using TLS based on a reverse lookup of the client's IP
address. Originating MTAs from domains listed in <file> will not be offered TLS support and will be
refused if they attempt to use the STARTTLS command. Refer to ACL File Fprmats for details of the
format for this file.

Default: none

5.6.10 ProxyRefuseTLSEnvelopeDomainFile
ProxyRefuseTLSEnvelopeDomainFile <MatchFile>

This directive can be used to exclude clients from using TLS based on the envelope domain specified in
the SMTP HELO/EHLO command. Originating MTAs from domains listed in <file> will not be offered
TLS support and will be refused if they attempt to use the STARTTLS command. REfer to AGL File
for details of the format for this file.

Default: none

5.7 Throttling Directives
5.7.1 ThrottleBytesPerSecond

ThrottleBytesPerSecond <Bps>

How many bytes per second to transmit or recieve while communicating with a throttled client.
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5.7.2 ThrottleChunkLen

5.7.2 ThrottleChunkLen
ThrottleChunkLen <Length>

How many bytes to read before throttling

5.7.3 ThrottleSleepDuration

ThrottleSleepDuration <Duration>

How long the throttle sleeps (in microseconds) between checking whether it's allowed to give a connec-
tion some bandwidth.

ThrottleSleepDuration requires one of the following suffixes:

'u' -> microseconds
's' -> seconds

Examples:
ThrottleSleepDuration 2s

ThrottleSleepDuration 30000u
ThrottleSleepDuration 1s500000u

Default: 1.0s

5.7.4 ThrottleMaxDuration

ThrottleMaxDuration <Duration>

The maximum amount of time in microseconds that a message should be throttled. Some MTAs will
timeout based on the total delivery time of a message. Typically the message still gets delivered, but the
sending MTA will not get the confirmation. This can result in duplicate deliveries. These MTAs will
commonly timeout around the 10 minute mark, so setting this to 9 minutes (540s) will typically eliminate
this problem.

ThrottleMaxDuration accepts the following optional suffixes:
'u' -> microseconds
's' -> seconds

'm' -> minutes

Examples:

ThrottleMaxDuration 5m
ThrottleMaxDuration 2m30s
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Default: 5m

5.8 RBL Trigger
5.8.1 TriggerRBLZone

TriggerRBLZone <Accept|Reject|Throttle> <RBLZone> [<Message>] [<Match>]
RBLZone is the DNS zone of the RBL. e.g. "sbl-xbl.spamhaus.org"

Message: if not empty, then this value will be returned to the client as the error message. Each time
$client_addr appears in this string it will be replaced with the IP address of the client. If empty, then a

canned error message will be sent to the client, which will have the following format if Reject is selected

as the trigger mode:

Match: if not empty, then this value will be compared against the value returned by the RBL query. The
trigger will only take place if they match. If empty, then any return value at all from the RBL will cause
the trigger to take place.

Examples:

TriggerRBLZone Accept query.bondedsender.org " 127.0.0.10
TriggerRBLZone Throttle dnsbl.sorbs.net "™ 127.0.0.11-127.0.0.100
TriggerRBLZone Reject sbl-xbl.spamhaus.org "Action not taken"
TriggerRBLZone Reject sbl-xbl.spamhaus.org "$client_addr has a bad rep"”

5.8.2 TriggerRBLZoneTimeout
TriggerRBLZoneTimeout <Timeout>

This is time to wait for response from the RBL request.
Format is "2m15s" (2 minutes and 15 seconds).

Default: 10s

5.9 SPF Trigger
5.9.1 TriggerSPF

TriggerSPF <Throttle|Reject> <Pass|None|Neutral|SoftFail|Fail> [<Message>]

This trigger will reject or throttle based on the result of an SPF query. The second parameter specifies the
threshold value for reject/throttle action to be taken.
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5.10 Always Trigger

Example:

TriggerSPF Reject Fail "Rejected due to SPF : %s"

5.9.2 TriggerSPFInjectHeader

TriggerSPFInjectHeader <Header>

If enabled this directive causes SPF checks to be run always and the results to be added to the message
headers using the name of the header specified

Example:

TriggerSPFInjectHeader "My-Spf-Header"

5.9.3 TriggerSPFdAddress
TriggerSPFdAddress <Path>

This option specifies the address at which the SPF daemon is listening. Both Unix and Internet domain
addresses are supported.

TriggerSPFdAddress <socket_path>|<ip_address>:<port>

Examples:

TriggerSPFdAddress 127.0.0.1:3450
TriggerSPFdAddress /var/run/spfd.sock

Default: none

5.10 Always Trigger
5.10.1 TriggerAlways

TriggerAlways <Throttle>

Throttle unconditionally if this is set.

5.11 Bad Recipient Count Trigger
5.11.1 TriggerBadRCPTCount

TriggerBadRCPTCount <Reject|Throttle> <WindowSize> <MaxCount>
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Specifies an action to be taken if a client attempts to deliver mail with more than max_count invalid RCPT
addressed within a window of time (in seconds).

Example:

TriggerBadRCPTCount Reject 10m30s 4

will cause the current and the subsequent messages to be rejected if more than 4 invalid recipients are
detected in the last 10 minutes and 30 seconds from the same client IP.

Default: none

5.12 Early Talker Trigger
5.12.1 TriggerEarlyTalker

TriggerEarlyTalker <Reject|Throttle>

When set to RejectriggerEarlyTalker will reject clients that send commands before the banner
has been sent.

When set to Throttl@riggerEarlyTalker will throttle clients that send commands before the banner
has been sent.

This behavior is a protocol violation and is commonly practiced by spammers.

5.13 HELO Trigger
5.13.1 TriggerHELO

TriggerHELO <Reject|Throttle> [check_no_helo] [check _invalid_helo_hostname]
[check _unknown_helo_hostname]

Enables rejection or throttling based on 1 to 3 checks.
check_no_helo checks that a HELO or EHLO has been given.

check_invalid_helo_hostname checks that the hostname given with the HELO or EHLO is a validly
constructed domain name.

check_unknown_helo_hostname checks that the hostname given with the HELO or EHLO has a DNS
record. It is tempting to reject connections that do not have properly configured HELO DNS records.
Unfortunately, so many domains don't have their outbound servers configured correctly that can be
dangerous to do so. It is definitely better to Throttle based on the check unknown_helo_hostname check
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5.14 NoQuit Trigger

Example:

TriggerHELO Reject check_invalid_helo_hostname
TriggerHELO Throttle check_no_helo check_invalid_helo_hostname

5.14 NoQuit Trigger
5.14.1 TriggerNoQUIT

TriggerNoQUIT <Reject>

When set to RejecEriggerNoQUIT  will reject clients that send EOM and disconnect, before waiting
for a response and without sending QUIT This behavior is a protocol violation and is commonly practiced
by spammers.

5.15 POF Trigger
5.15.1 TriggerPOF

TriggerPOF <Throttle> <MatchPattern> [<ExcludePattern>]

Enables throttling based on pOf results. It's used to decide whether to throttle or not based on the platform
information provided by pOf.

The second and the third arguments can be a partial string match or a regular expression. This match will
be done against the concatenation "$genre:$detail".

The second argument tells what pattern to match.
The third argument is optional. It lets you exclude certain matches matched by the second argument.

Example:

TriggerPOF Throttle Windows /2000|SP4/

which means, throttle any MS Windows machines, except Windows 2000 and Windows/SP4.

5.15.2 ProxyPOFSocketPath
ProxyPOFSocketPath <Path>

ProxyPOFSocketPath  specifies the path to the Unix domain socket on which the pOf daemon is
listening for client connections.
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5.16 RFC1870 ESMTP Message Size Trigger
5.16.1 ProxyMaxMessageSize

ProxyMaxMessageSize <Size>

Specifies the maximum size of the message, which should be equal or smaller than the similar limit speci-
fied by the backend MTA.

Examples:

ProxyMaxMessageSize 5K
ProxyMaxMessageSize 15M
ProxyMaxMessageSize 15M200K20B

Default: none (unlimited)

5.17 Traffic Control Cluster Directives

5.17.1 ProxyClusterBroadcast
ProxyClusterBroadcast <On|Off>

This directive enables broadcast communication with peers on the same IP subnet. All peers in a cluster
must be configured to use the saRmexyClusterCommunicationPortf a cluster peer is not located on

the same subnet, use tReoxyClusterPeedirective below. Cluster peers share information that makes
TrafficControl more effective at filtering out unwanted email.

Default; Off

5.17.2 ProxyClusterCommunicationPort
ProxyClusterCommunicationPort <Port>

This directive specifies the port that TrafficControl listens on for incoming communication from other
TrafficControl peers.

If ProxyClusterBroadcags enabled then this specifies the port that will be broadcasted to on the same IP
subnet.

Default: none
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5.18 Opt-Out Directives

5.17.3 ProxyClusterPeer

ProxyClusterPeer <Peer>

All Traffic Control instance should be configured to participate as a cluster peer. If the Traffic Control
instance is running on the same broadcast subnet you should réfexydClusterCommunicationPort

Use this directive if a Traffic Control instance resides on a separate broadcast subnet. The argument is the
IP address and broadcast port of another Traffic Control proxy which must h&mxy€lusterCummu-
nicationPortconfigured. This directive may occur multiple times to specify multiple peers.

ProxyClusterPeer <Dotted-decimal format IP address>:<port]>

Example:

# These are our other MX entries:
ProxyClusterCummunicationPort 12345
ProxyClusterPeer 10.0.0.2:12345
ProxyClusterPeer 10.0.0.3:12345
ProxyClusterPeer 10.0.0.4:12345
ProxyClusterPeer 10.0.0.5:12345 10.0.0.6:12345

Default: none

5.18 Opt-Out Directives
5.18.1 SenderOptOutFile

SenderOptOutFile <Triggerl|Trigger2|...|TriggerN> <File>

Where <TriggerN> is the name of the trigger to opt-out of. The <File> argument is the path to the file that
contains a list of email addresses of senders should not have their connections throttled or rejected by the
specified triggers.

Example:

SenderOptOutFile cloudmark conf/optout-cloudmark

The file contains email addresses or address patterns, one per line. Literal addresses, wild card patterns
and regex patterns are supported.

5.18.2 RecipientOptOutFile

RecipientOptOutFile <Triggerl|Trigger2|...|TriggerN> <File>

Where <TriggerN> is the name of the trigger to opt-out of. The <File> argument is the path to the file that
contains a list of email addresses of users that wish to opt-out of having the specified triggers Throt-
tle|Reject their connections.
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Example:

RecipientOptOutFile Cloudmark conf/optout-cloudmark

The file contains email addresses or address patterns, one per line. Literal addresses, wild card patterns
and regex patterns are supported.

5.18.3 ClientOptOutFile

ClientOptOutFile <Triggerl1|Trigger2|...| TriggerN> <File>

Where <TriggerN> is the name of the trigger to opt-out of. The <File> argument is the path to the file that
contains a list of host hames, domain names or IP addresses of hosts for which the listed triggers should
not be run. This directive can be added multiple times to combine the contents of different opt-out files.

Examples:

ClientOptOutFile Cloudmark conf/optout-cloudmark
ClientOptOutFile RBL conf/optout-rbl
ClientOptOutFile ClamAV conf/optout-rbl

5.18.4 RecipientOptOutMismatch
RecipientOptOutMismatch <TempFail|Discard>

When two or more recipients are specified in an email message and there is a mismatch in whether a given
trigger is run, action is taken depending on the state of this directive.

TempkFail - any recipient not matching the optout policy of the first recipient will be temp-failed.

Discard - the trigger will be run, but any recipient not optouting-out will be silently removed if the trigger
result is to reject the message.

Default: TempFall

5.19 Triggers Behaviour Directives

5.19.1 TriggerMode
TriggerMode <On|Off|lLogOnly>
Globally affects all the configured triggers.

If set toOn-- the configured triggers are run.
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5.20 Sending Feedback Configuration

If set toOff -- none of the triggers will be run.

If set toLogOnly -- similar toOn, but instead of taking the action of throttling or rejecting it will just
simulate those.

Default: On

5.19.2 TriggerLogOnly

TriggerLogOnly <Triggerl|Trigger2|...|TriggerN>

This directive allows you to put individual triggers into log only mode. It takes a list of trigger names
which should only log their results but not take any action. In order for the triggers to actually run, they
must be configured in the usual manner:

Examples:

TriggerEarlyTalker Reject
TriggerLogOnly EarlyTalker

TriggerLogOnly EarlyTalker|Cloudmark|ClamAV
TriggerLogOnly EarlyTalker Cloudmark ClamAV

5.20 Sending Feedback Configuration
5.20.1 ProxyFeedback

ProxyFeedback <On|Off>

This directive controls whether anonymous feedback is sent to MailChannels which will be analyzed to
improve performance. If present and set to 'On', feedback will be sent to MailChannels, otherwise feed-
back will not be sent.

The <SendFeedbackMCHost> and <SendFeedbackMCPort> directives allow specification of the host and
TCP port to which feedback should be sent. The default is to send feedback via port 25 to feed-

back.mailchannels.com. MailChannels supports ports 25, 80, and 8081 to accomodate users with various
firewall configurations.

ProxyFeedback On

5.20.2 SendFeedbackUserAgent

SendFeedbackUserAgent <UserAgent>
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5.20.3 SendFeedbackMCHost

SendFeedbackMCHost <Host>

5.20.4 SendFeedbackMCPort
SendFeedbackMCPort <Port>

This directive controls the TCP port to which feedback data is sent. MailChannels supports ports 25, 80,
and 8081 to accomodate both stateful and stateless firewalls. Feedback data is sent using the HTTP proto-
col and can be safely passed through a transparent HTTP proxy.

ProxyFeedback On

5.20.5 SendFeedbackAction

SendFeedbackAction <Action>

5.20.6 SendFeedbackQueueSize

SendFeedbackQueueSize <Size>

5.20.7 SendFeedbackConnectTimeout

SendFeedbackConnectTimeout <Timeout>

5.20.8 SendFeedbackTimeout

SendFeedbackTimeout <Timeout>

5.20.9 SendFeedbackResponseTimeout

SendFeedbackResponseTimeout <Timeout>

5.20.10 SendFeedbackMinRetryDelay

SendFeedbackMinRetryDelay <Delay>

5.20.11 SendFeedbackMaxRetryDelay

SendFeedbackMaxRetryDelay <Delay>
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6 Access Control Lists
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Access Control Lists 6.1 Description

6.1 Description

This chapter discusses using Traffic Control's ACL files to whitelist, blacklist and throttle particular client
hosts.

6.2 ACL Files

You can find the ACL files in your installed location under toaf directory. If you installed this stan-
dard location, this will be found here

/opt/TrafficControl/conf

6.2.1 Client Domain ACL Files

When a client mail server connects to Traffic Control, it checks the ACL files to see if we should accept,
reject or throttle that client.

The three files containing your client domain ACL information are

acl_client_accept

acl_client_reject

acl_client_throttle
You can specify domains or IP addresses, with wildcards or using CIDR notation.
Wildcards can take the following form

*.example.com

In CIDR notation, a prefix is shown as a 4-octet quantity, just like a traditional IPv4 address or network
number, followed by the "/* (slash) character, followed by a decimal value between 0 and 32 that
describes the number of significant bits.

An example of CIDR notation would be
123.45.67.89/24
6.2.1.1 acl_client_accept

This file specifies the client machines that you wish to whitelist. When the connection triggers are run, any
client found in this file will be accepted and all other rejection and throttling connection triggers will be
skipped.
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6.2.2 Sender Email Address ACL Files

6.2.1.2 acl_client_reject

This file specifies the client machines that you wish to blacklist. At connection time any client found in
this file will be rejected.

6.2.1.3 acl_client_throttle

This file specifies the client machines that you wish to always throttle. At connection time, if a client is
found in this file and has not been accepted or rejected by preceeding triggers, then it will be throttled.

6.2.2 Sender Email Address ACL Files

At the "MAIL FROM:" stage of the SMTP conversation, Traffic Control checks the sender ACL files to
see if it should accept, reject or throttle the current connection.

The three files containing your sender email ACL information are

acl_sender_accept
acl_sender_reject
acl_sender _throttle

6.2.2.1 acl_sender_accept

This file specifies the senders that you wish to whitelist. When the connection triggers are run, any client
found in this file will be accepted and all other rejection and throttling "MAIL FROM:" triggers will be
skipped.

6.2.2.2 acl_sender_reject

This file specifies the senders that you wish to blacklist. When a sender email address is encountered that
is specified in this file the message is rejected.

6.2.2.3 acl_sender _throttle

This file specifies the senders that you wish to throttle. When a sender email address is encountered that is
specified in this file the remaining SMTP conversation is throttled.
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7 Optional Addon Specific Instructions
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7.1 Description

7.1 Description

If you have purchased optional addons, you will find the specific instructions for installation, configura-
tion and troubleshooting for those addons in this chapter.

7.2 Cloudmark Content Filter
7.2.1 TriggerCloudmark

TriggerCloudmark <Reject> <Threshold> [<Message>] <TriggerCloudmark> will reject messages for
which Cloudmark reports a score higher than the specified <Threshold>. The <Threshold> value is a
number between 0 and 100. The <Message> is returned to the client as the reason the message was
rejected. If not specified, <Message> defaults to "Message rejected due to local policy".

Example:

TriggerCloudmark Reject 95 "No spam thanks"

To evaluate this trigger w/o rejecting the messages, addriggerLogOnly directive to set the
trigger to be run iLogOnly mode.

Example:

TriggerCloudmark Reject 95
TriggerLogOnly Cloudmark

See alsdriggerLogOnly , TriggerCloudmarkinjectHeader

7.2.2 TriggerCloudmarkConfFile

TriggerCloudmarkConfFile <File>

This directive is used to provide the path to the CMAE configuration file. The Cloudmark trigger will
inspect this file for configuration information such as the IP address and port the CMAE server is listening
at. By default the trigger will look in ‘/etc/cloudmark.conf'.

7.2.3 TriggerCloudmarkTimeout
TriggerCloudmarkTimeout <Timeout>

This directive allows you to control the timeout when connecting or waiting for a response from the
Cloudmark scanning engine. The timeout is specified in minutes and seconds. If there is a timeout,
processing will continue as if the Cloudmark trigger was not configured.
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Examples:

TriggerCloudmarkTimeout 3m
TriggerCloudmarkTimeout 180s
TriggerCloudmarkTimeout 3m20s

Default: 3m

7.2.4 TriggerCloudmarkinjectHeader
TriggerCloudmarkinjectHeader <HeaderName>

If enabled and the directiviriggerCloudmark is configured, this directive will inject into the email a
special header with the results of the execution of the latter trigger (of course only if the message was not
rejected).

Example:

TriggerCloudmarkinjectHeader X-Cloudmark-Score
TriggerCloudmark Reject 95

7.2.5 TriggerCloudmarkFingerprintHeader
TriggerCloudmarkFingerprintHeader <HeaderName>

This directive, if present will cause the Cloudmark trigger to insert the message fingerprint into the
headers of the message. If provided, an optional argument specifies the name of the header to be added.

Example:

TriggerCloudmarkFingerprintHeader X-Cloudmark-Fingerprint

7.2.6 TriggerCloudmarkRescan
TriggerCloudmarkRescan <On|Off>

This directive controls whether messages for which the Cloudmark rescan flag is set will be temp failed. If
set to "On", messages will be rejected by sending "451 Please try again later". Messages will continue to
be temp failed as long as the rescan flag is set and no score is returned from the sanning engin. If set to
"Off", the rescan flag will be ignored.

7.2.7 TriggerCloudmarkRescanTimeout
TriggerCloudmarkRescanTimeout <Timeout>

This directive controls how long the Cloudmark rescan flag will be honored before a message is accepted
without being submitted for rescan. This is used to avoid forever rescanning a message when the rescan is
never cleared. The timeout is specified in minutes and seconds.
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7.3 Cloudmark Rating Trigger

Examples:

TriggerCloudmarkTimeout 10m
TriggerCloudmarkTimeout 16m20s

Default: 15m

7.2.8 TriggerCloudmarkConnPoolMax
TriggerCloudmarkConnPoolMax <Size>

The size of the Cloudmark connection pool. This value will limit the number of concurrent connections to
the Cloudmark analysis engine. Default: 20

7.2.9 TriggerCloudmarkConnPoolMaxRequests
TriggerCloudmarkConnPoolMaxRequests <Requests>

The maximum number of request/messages that a Cloudmark pooled connection will handle before it is
recycled and a new connection is established. Default: 100

7.2.10 TriggerCloudmarkSpamFilterOptOut

TriggerCloudmarkSpampFilterOptOut <File>

Allow some recipients to opt-out of having there messages rejected due Cloudmark detecting spam,
although they still will not receive email in which Cloudmark detects a virus.

TriggerCloudmarkSpampFilterOptOut <File>

For example:

TriggerCloudmarkSpampFilterOptOut conf/cloudmark-spam-filter-optout

The file contains email addresses or address patterns, one per line. Literal addresses, wild card patterns
and regex patterns are supported.

Default: none

7.3 Cloudmark Rating Trigger
7.3.1 TriggerCloudmarkRating

TriggerCloudmarkRating <Accept|Reject|Throttle> <Threshold> [<ErrorMessage>]
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Note that the Cloudmark Rating service is no longer in service, so this trigger should not be used.

Take action at connection time depending a sender domain rating score returned from Cloudmark. This is
similar to an RBL lookup. S¢e http://rating.cloudmark.com/newsletter/

This is similar to an RBL. It is done at connection time. Therefore, no content filtering is performed by
this trigger.

Use the Threshold to specify the minimum score required in order to take action.

ErrorMessage is provided to senders in the SMTP response when rejecting a connection.

7.4 ClamAV Virus Detection Trigger
7.4.1 TriggerClamAV

TriggerClamAV <Reject> [<Message>]

Using this trigger will cause the RFC822 message to be sent to clamd via socket connection to localhost. If
clamd determines the message contains a virus, then the message will be rejected with a 550 SMTP
response code. The <ErrorMessage> template will be used for the SMTP response message, or "Virus
found: %V" if no template was provided. Instances of '%V' in the error message template will be replaced
by the name of the virus.

7.4.2 TriggerClamAVConnPoolMax

TriggerClamAVConnPoolMax <MaxSize>

The size of the ClamAV connection pool. This value will limit the number of concurrent connections to
the ClamAYV analysis engine. Default: 20

7.4.3 TriggerClamAVConnPoolMaxRequests
TriggerClamAVConnPoolMaxRequests <MaxRequests>

The maximum number of request/messages that a ClamAV pooled connection will handle before it is
recycled and a new connection is established. Default: 1000

7.4.4 TriggerClamAVConfFile
TriggerClamAVConfFile <File>

The path to the ClamAV configuration file.
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7.4.5 TriggerClamAVTimeout

7.4.5 TriggerClamAVTimeout

TriggerClamAVTimeout <Timeout>

The time required for a response from the ClamAV engine.

Examples:
TriggerClamAVTimeout 1m

TriggerClamAVTimeout 30s
TriggerClamAVTimeout 1m30s
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8.1 Description

8.1 Description

Sometimes there is a need to make adjustment and configuration tuneups to products and systems used in
conjunction with Traffic Control. This chapter provides that information.

8.2 Sophos PureMessage

Following are PureMessage specific notes:

8.2.1 DNSBL configuration

If PureMessage is performing DNSBL checks, you will have to tell it that Traffic Control is a trusted
relay. As such, PureMessage should not perform DNSBL checks against the Traffic Control ProxyClientIP
address. To do this you should add the Traffic Control ProxyClientlP address to PureMessage's "trusted
relay” list in

<pmx_dir>/etc/trusted-relays.
*Note 1*

This is just FYI. | had to make 2 changes to my PureMessage configuration in the host with TC.

| had to add "110.0.0.1" to /opt/pmx/etc/internal-hosts .
| had to add "10.0.0.1" to /opt/pmx/etc/trusted-relays .

The first line is to keep PureMessage from assuming that messages coming via TC are from internal hosts.
The 2nd line is to keep PureMessage from doing RBL checks on the 10.0.0.1 address. It might seem
non-intuitive to someone that after going to the trouble of making sure that 10.0.0.1 is not trusted, to then

have to add it to the trusted-relays list.

*Note 2*

What the "non-relay checks / trusted relay list" setup does is tell PMX which relays it should IGNORE
when looking for the "first” relay in the list to do the connecting relay tests on. So what you should do is
leave "Disable non-relay checks" set to Yes, and enter the TC local IP into the trusted relays list. This way
PMX will skip 10.0.0.1 in the relay list, and find the second entry, i.e. the real connecting relay.
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9.1 Description

9.1 Description

This chapter provides details pertinent to management of Traffic Control.

9.2 Controlling Traffic Control

Before starting, stopping or restarting Traffic Control, change directory into the root directory of the
project. For example if Traffic Control is installed into /opt/TrafficControl, perform:

% cd /opt/TrafficControl

9.2.1 Starting Traffic Control

To start Traffic Control, run:

% ./scripts/start-proxy.sh

9.2.2 Stopping Traffic Control

To stop Traffic Control, run:

% ./scripts/stop-proxy.sh

9.2.3 Restarting and Reloading Traffic Control

You need to restart the server after changing the configuration files.

If Traffic Control is already running you can restart it with:
% ./scripts/restart-proxy.sh

which will stop the server first, aborting any open connections and start again.

However if you want to preserve any open connection, you can perform a reload operation:
% ./scripts/reload-proxy.sh

which will perform a graceful restart, having the already open connections use the old configuration and
any new connections will use the new configuration. This method causes the least disruption to the email
delivery service.
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10.1 Description

10.1 Description
This chapter explains how to interpret and maintain log files generated by Traffic Control

All log files can be found under logs/ directory in the root directory of the Traffic Control installation. For
example:

/opt/TrafficControl/logs/

10.1.1 Log Files
10.1.1.1 error_log

logs/error_logfile collects any application-level errors that may happen during the run-time of Traffic
Control. The information provided by this file is essential for debugging any problems that you may have
encounter while using Traffic Control.

10.1.1.2 traffic_log

logs/traffic_logtracks the traffic going through Traffic Control. It reports which messages were delivered,
and which weren't and the reason for non-delivery. It also reports the health of the installation, reputation
of the client, and a lot more.

This file contains one line per message (regardless of whether it was delivered or not).

The format of this log line is as follows:

a => the reason a connection was aborted

b => MTA connection pool stats "total/free/queued/max"
¢ => last SMTP code sent to the client

d => duration of SMTP transaction

e => any 4xx or 5xx SMTP codes propagated from the MTA to the client
h => client hostname

i => client IP and port

j => ssl connection information

| => last SMTP command issued by the client

m => envelope from address

n => TC connection stats "total/throttled/from this client"
0 =>was a message delivered or not Y/N

p => amount of data received from the client

g => queue id issued by the MTA

r => envelope recipient list

s => Subject header

t => the reason a connection was throttled

u => the reason a connection was un-throttled or whitelisted
v => Message-ID header

x => list of triggers activated and the resulting actions

z => last SMTP response message sent to the client
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Note: In the x value (list of triggers activated), you may see various t= values. For example:

BadRcptCount t=0.01

The t= values indicate how long, in seconds, the given trigger took to run. In the case of the RBL trigger,
multiple t= values are given, indicating the times to query each successive RBL.

10.1.2 Logging Configuration
Log4Perlis used for all of Traffic Control's logs in version 3.0 onwards.
We check the configuration file for the logging here
/opt/TrafficControl/conf/log.conf
More information can be found about Log4Perl here
http://log4perl.sourceforge.net/
10.1.2.1 Logging To Syslog
Since Traffic Control usdsog4Perlfor logging purposes, using Syslog is very easy to configure.

You can simply change the appender that is used for the logging aonifféog.conffile. For instance,
changing theraffic_logto use Syslog is done by doing the following.

log4perl.appender.TrafficLogfile = Log::Log4perl::Appender::File
becomes

log4perl.appender.TrafficLogfile = Log::Log4perl::Appender::Syslog

10.1.3 Log Rotation

Certain log files, for instanclogs/error_log may grow relatively quickly and you may want to rotate
them periodically. To accomplish that you can use the rotatelogs utility, available from this package.

Should you wish to have this file automatically rotated, you cahogsetate(8) to accomplish that.
In which case perform the following:

% In -s /opt/TrafficControl/conf/logrotate.conf \
letc/logrotate.d/trafficcontrol

and refer to théogrotate(8) manpage for more information about this daemon, if you aren't using it
already.
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10.1.4 Log Summarizer Script

This script parses the Traffic Control log file and gives an overview of percentages on delivery success,
timings, and trigger actions.

Usage:

scripts/tclogbreakdown.pl [ flags ] <logfile>

where the flags are:

--throttle-only Summarize only those connections that were
throttled

--accept-only Summarize only those connections that were
accepted (whitelisted) at connection time.

--reject-only Summarize only those connections that were
rejected due to some trigger.

--show-declined Also show triggers that ran but did not take
any action.

--decline-only Only show triggers that ran but took no
action.

--delivered-only Analysis only delivered messages.

--not-delivered Analysis only non-delivered messages or
connection attempts.

--ignore-triggers  Exclude the results from triggers in
analysizing the log file.

--ignore-exceptions  Exclude exceptions in analysising the log
file.

--average-duration  Calculate the average duration for each
delivery profile.

--min-duration Calculate the minimum duration for each
delivery profile.

--max-duration Calculate the minimum duration for each
delivery profile.

--delivered-YDNR This no longer relates to Traffic Control
3.0 and beyond.
It shows legacy delivery statuses.

--show-throttle-reason Show the reason the connection was
throttled. This is the 't' field in the log.
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--show-last-command Show the reason the connection was
unthrottled. This is the 'u’ field in the log.

For example, here we are looking at the average durations of messages that were delivered ( --deliv-
ered-only ), but were throttled ( --throttle-only ). We also want to include information on triggers that ran,
but took no action ( --show-declined ).

nice ./tclogbreakdown.pl \
--average-duration \
--throttle-only \
--delivered-only \
--show-declined \
lopt/tc/TrafficControl/logs/traffic_log

This would output something along the lines of the following.
13503 : TOTAL (d=67.1)
(out of 2665703 0.5%)
100.0% 13503 : 0=Y (d=67.1)

0.1% 16 : o=Y Always=throttle RBL=decline (d=123.8)

0.0% 1:o0=Y Always=throttle RBL=decline ClamAV=decline (d=130.0)

0.7% 95 : 0=Y POF=throttle RBL=decline ClamAV=decline (d=147.2)

0.1% 13 :0=Y RBL=throttle POF=decline (d=90.5)

98.8% 13337 : 0=Y RBL=throttle POF=decline ClamAV=decline (d=66.5)

0.3% 41 : o0=Y RBL=throttle POF=decline ClamAV=decline Duplicates=accept (d=54.4)

Since this machine is a low priority MX it will receive almost no real mail. Therefore we can see that only
13,503 out of 2,665,703 (0.5%) messages were throttled and delivered.

Looking at one of these lines, we can see that 98.8% of the non-delivered messages were throttled by

RBLs and ran POF and ClamAV, which both took no action. The average delivery time in that case if 66.5
seconds.
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Troubleshooting Traffic Control problems 11.1 Description

11.1 Description

Frequently encountered problems (warnings and fatal errors) and their troubleshooting.

11.1.1 Troubleshooting Using The Logs
11.1.1.1 Traffic Log

Traffic Control's access lotpgs/traffic_logcontains a single-line summary of each connection made to
Traffic Control from SMTP clients on the Internet. Refer to the "Understanding Traffic Control Logging"
section of this manual for a detailed description of the access log file format.

Entries are made in the access log immediately after an SMTP client disconnects. If, after connecting and
disconnecting to Traffic Control, you do not see an entry in the access log, this means that something is
not working and that Traffic Control is not able to process inbound email connections.

The "n="and "b=" fields record how many SMTP clients and MTA connections were in progress at the
time the log entry was recorded, as well as how many connections were being throttled.

Since the proportion of connections representing spam traffic is typically above 80%, you should see a
high proportion of connections being throttled. If the proportion of throttled connections is under 50%,
you should consider revising your configuration to more aggressively identify throttling candidates.

11.1.1.2 Error Log

The error logogs/error_logrecords any warnings or errors generated by the Traffic Control application.
If you are noticing problems with Traffic Control, refer first to the error log, which may indicate failures in
your network infrastructure or services you depend upon, such as external RBLSs.

If you spot anything that you are concerned about in any of the logs then please send the relative section of
the log to

tc-support@mailchannels.com

MailChannels staff can take a look and help deduce what the problem is.

11.1.1.3 Debug Log

Your first port of call should b&-support@mailchannels.cortf we decide that we need more detailed
information from you then we may request you to turn on debugging in Traffic Control. To do this you
will have to add the following directive tmnf/proxy.conf

ProxyLogDebug On

This will be quite verbose and will cause a large volume of debug information to be logged, which will be
a performance hit. It is recommended that you do not use this with production mail servers.
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11.1.2 MTA misconfigured

You will find the logged information here

logs/debug_log

11.1.2 MTA misconfigured

You can determine if you have configured you MTA correctly in the Traffic Control configuration file,
proxy.conf, by running the following script found in Traffic Contratsiptsdirectory.

scripts/test-installation.pl

The output will tell you if Traffic Control can connect to the MTA with parameters specified in the
proxy.conf file.

Below you can see that the proxy.conf parameters are echoed to the screen, and when we try to connect to
the MTA, the connection is refused. The shows there is a problem with a MTA configuration.

ServerAdmin => admin@mailchannels.com
ProxyServerAddr => 69.245.242.19:25
ProxyClientlP => 69.245.242.19
MailServerAddr => 127.0.0.1:2500

Connection refused: 69.245.242.19 => 127.0.0.1:2500

This is confirmed by telneting to that location

% telnet 127.0.0.1 2500
Trying 127.0.0.1...
telnet: Unable to connect to remote host: Connection refused

If the test-installation.plruns successfully then you should see something along the lines of the follow-
ing...

ServerAdmin => admin@mailchannels.com
ProxyServerAddr => 69.245.242.19:25
ProxyClientIP => 69.245.242.19
MailServerAddr => 127.0.0.1:25

Testing accept 'admin@mailchannels.com' via MTA: OK
Testing reject ‘foo@example.com' via MTA: OK

Testing accept 'admin@mailchannels.com' via Proxy: OK
Testing reject ‘foo@example.com' via Proxy: OK

11.1.2.1 Sendmail Is Throttling

Sendmail has some hard limits on the number of commands that can be issued over a long running connec-
tion. Beyond this limit, sendmail will start delaying its responses to the client.

You may need to adjust how may times an MTA connection is used by Traffic Control using the
MailServerConnPoolMaxRequests directive. Details of this directive can be found in the Traffic Control
Configuration section of the manual.
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You can apply a patch to Sendmail in order to disable this behaviour. The patch can be found here.
|http://www.mailchannels.com/downloads/patches/sendmail/

11.1.3 Issues with Specific MTA Clients
11.1.3.1 Microsoft Exchange

Microsoft Exchange doesn't respect RFC2821's timeouts. We have discovered that most Exchange clients
will abort a connection if the message they are trying to deliver is not delivered within 8 minutes. There-
fore when throttling is used thehrottleMaxDuration must be set to no longer than 8 minutes, at
which time throttling will be stopped and the remainder of the message will be delivered at full speed.

11.1.3.2 MailEnable

The following applies at least to MailEnable Standard v1.92 and quite possibly other versions and
editions.

As demonstrated by the log lines below, MailEnable assumes that it has read an entire line when reading
responses from the server. This does not work when the client is throttled. Another issue that this points
out is that MailEnable is a non-stop talker once it receives the SMTP banner after establishing the connec-
tion.

02/10/06 12:20:10 SMTP-OU C2CAQ09F7EC7D4EA7BES570AC5F1FEBOB2.MAI
336 216.187.77.238 CONN 220m 0 5

02/10/06 12:20:25 SMTP-OU C2CAQ09F7EC7D4EA7BES570AC5F1FEBOB2.MAI
336 216.187.77.238 EHLO EHLO EVEREST.mailchannels.com
aill ESMTP Postfix (internal) 31 36

02/10/06 12:20:37 SMTP-OU C2CAQ09F7EC7D4EA7BES570AC5F1FEBOB2.MAI
336 216.187.77.238 MAIL MAIL FROM:<mike@mdms.org>
butor.mailchannels.com 27 29

02/10/06 12:20:44 SMTP-OU C2CAQ09F7EC7D4EA7BES570AC5F1FEBOB2.MAI
336 216.187.77.238 RCPT RCPT TO:<mike@mdms.org>k 25 8

02/10/06 12:20:45 SMTP-OU C2CAQ09F7EC7D4EA7BES570AC5F1FEBOB2.MAI
336 216.187.77.238 QUIT QUIT mike@ 6 5

11.1.4 Traffic Control Install Package Download Issues

If you're having problems downloading the software package for Traffic Control then please check you
have the correct web address.

You should be using the following...
http://www.mailchannels.com/downloads/

Username : turbo
Password : c4ry2d

If you're still having download issues then please contact tessatpport@mailchannels.com
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11.1.5 Insufficient Permissions During Installation

11.1.5 Insufficient Permissions During Installation

Make sure you run the installation as usmt. This is a requirement of the installation, although Traffic
Control does not run as theot user.

11.1.6 Old Configuration Not Migrated On Install

If you install Traffic Control into a different root directory to the previous installation, then it is likely that
the upgrade script will not find the gdoxy.confand will not migrate it.

For instance, if you previously install@dafficControl under the'opt directory and you are now upgrad-
ing and choose to install it fiopt/tc or /opt/trafconor some other directory then theoxy.confconfigura-
tion file (as well as other configuration files) will not be migrated.

11.1.7 Where Are My ACL Files?

In Traffic Control 3.0 we have standardized the location of ACL files. You can no longer configure there
location. You can find them alongside the other ACL files indip&/ TrafficControl/contirectory.

More details on these files can be found inAlseess Control Listsection of the manual.

11.1.8 Time And Size Units Required

Previous to Traffic Control 3.0, many configuration parameters were simply numbers and you would have
to refer back to the documentation to determine the meaning of a given number that had been configured.
From Traffic Control 3.0 onwards we have standardized this. We now use units wherever possible.

For instance, here we use "h" to represent hours, "m" to represent minutes and "s" to represent seconds.
ProxyTimeOut 1h10m5s

The easist way to check you config is up-to-date is to run it through the config checker script
/opt/TrafficControl/scripts/validate-config.pl /opt/TrafficControl/conf/proxy.conf

Config check complete.

If there are any problems with your configuration then they will be shown up here, with information on
what parameters are expected.

Here is an example of a badly configured parameter. We will set the following parameter value incor-
rectly.

ProxyTimeOut 10

Since we excluded the parameters unit of time, this will cause the config checker to fail
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lopt/TrafficControl/scripts/validate-config.pl /opt/TrafficControl/conf/proxy.conf

Failed to parse config file ‘/opt/TrafficControl/conf/proxy.conf' : Cannot parse conf file line 15
ProxyTimeOut 10
Failed to parse params for 'Timeout' : Couldn't parse ‘Timeout' param string '10'
Specification is :
- Timeout: duration
Manual Entry For ProxyTimeOut :
If, after the specified timeout, the client did not send or
receive the data, the connection will be aborted. The timeout
is specified in minutes, seconds and microseconds.
Format is "2m15s" (2 minutes, 15 seconds)
Examples:
ProxyTimeOut 1h5s
ProxyTimeOut 20m
ProxyTimeOut 1s500000u
Default: 3m

Config check complete.

Now we can see exactly what the misconfiguration is and correct it

ProxyTimeOut 10m

11.1.9 Testing Open Relay

Running theest-installation.piscript will inform you if you have Traffic Control configuration as an open
relay.

If you have then, you'll need to specify the IP address that Traffic Control connects to the MTA with, as
an IP that is not trusted by the MTA.

11.1.10 Cannot Bind To Port / Port Already In Use

If you are upgrading for a version of Traffic Control older than 3.0 and you are experiencing this type of
warning, then it may be that one of the old Apache processes is still running. We no longer use Apache
with Traffic Control. You will probably have kill the main Apache process that is owned bygdheser.

sudo kill -9 <root apache process id>
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11.1.11 High Load On Machine

Since Traffic Control is binding to port 25, make sure nothing else is also bound to that port on that IP. It
may be the case that you have to reconfigure your MTA to run on a different port.

Also check for running Cloudmark or ClamAV processes, if it is those processes that are having problems
binding.

sudo kill -9 <cmae server process id>
sudo kill -9 <clamd process id>

11.1.11 High Load On Machine

If the load is high on your machine, then your MTA may be overloaded. This is often the case if the
number of connections between Traffic Control and your MTA is configured to be too high.

The number of connections in the pool that we recommend for your MTA is roughly 50% of what you
comfortably used before installing Traffic Control. For instance, if you ran your MTA with a limit of 120
concurrent MTA connections from clients, thenMeilServerConnPoolMajo 60.

MailServerConnPoolMax 60
This will bring the load down.

You should also check the number of connections to other services that Traffic Control is running. For
instance, settingrriggerCloudmarkConnPoolMaxr TriggerCloudmarkConnPoolMaxoo high could
cause overloading of your system.

11.1.12 Slow Banner Response

Before Traffic Control sends the banner message to a connecting client it needs to run the connection trig-
gers. If you are having problems with slow DNS queries, or general network problems, then network
dependant triggers, suchBgggerRBLZonewill take a long time to respond.

11.1.13 UTC Timestamps in Log Files

If you find that Traffic Control logs UTC timestamps instead of localtime timestamps, it may be that there
is a mismatch between the zone info files installed on your local machine and the version of gLIBC used
by Traffic Control. If this is the case, you can resolve the problem by deletirgictiokr /chroot/etc/local-

time> file and then creating in its place a symlink to the appropriate zone info file in
<tc-dir/chroot/share/zoneinfo>.

ie: In -s /opt/TrafficControl/chroot/share/zoneinfo/PDT \
lopt/TrafficControl/chroot/etc/localtime
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12.1 Description

12.1 Description

This chapter provides the customer support information.

12.1.1 Contact

If you have any questions with regards to TC please email:

Traffic Control Support <tc-support@mailchannels.com>

Someone will respond to you within 24hrs; however, Monday to Friday during the hours from 8:00AM to
6:00PM PST you will usually receive a response sooner.

12.1.2 Additional Support

Mailchannels can provide a number of additional services, such as monitoring your machines internally or
externally, sending feedback on performance and notifications about connectivity issues. We can also
provide you with statistics and graphs on all aspects of your email infrastructure. Please contact us with
support needs

http://www.mailchannels.com/contact.html
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