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Traffic Control reduces delays, congestion and downtime by slowing down abusive
email traffic

“I like Traffic Control because | appreciate clever solutions and | think Traffic Control

is clever indeed: by slowing suspected spam traffic it reduces their ability to pass bad
traffic and improves overall performance. Slowing down connections for better service-
-it's a completely counter-intuitive argument, but Traffic Control makes countless
smart decisions in handling connections and determining which are potentially harm-
ful”

— David Blank-Edelman, Director of Technology
College of Computer Science

Northeastern University

THE ORCANIZATION

David Blank-Edelman, the Director of Technology at the College of Computer Science at
Northeastern University, manages and administers the college’s primary mail serv-
ers. Up to now, Blank-Edelman'’s site has run exclusively open source solutions for
email using the mail transfer agent exim, anti-virus software ClamAV, and anti-spam
software SpamAssassin.

THE CHALLENGE

During 2006, the volume of spam flowing into the college more than doubled, sig-
nificantly increasing the processor and memory load on mail servers. Users began to
experience delays in message delivery, as email queues lengthened under the strain of
increased spam volume. While none of the servers crashed, email queues were growing
so large that Blank-Edelman had to on several occasions take the service down in order
to flush the queues, thus further delaying delivery. “During the times of our heaviest
loads people’s mail was being delayed by hours,"said Blank-Edelman. “Email is mission
critical at a university - especially inside a computer science department - and poor
delivery service was what drove me to look for a better solution.”

Blank-Edelman uses the open source SpamAssassin package to classify email mes-
sages, employing the Razor plug-in and numerous custom filtering rules. However,
he notes that spam detection is "a heavyweight process.” “I knew that my current
infrastructure was not going to be able to handle current and future spam loads,” he
says. Before adopting the MailChannels solution, he considered and rejected several
different options to solving his problem including:

» Buying more servers with higher CPU power

» Using an outsourced service such as Postini or MessagelLabs
» Installing a dedicated email appliance or appliance cluster

» Deploying greylisting

The first three options were expensive and greylisting presented other problems.

“The biggest problem with greylisting is that legitimate email can be delayed for long
periods, for example when there’s a domain with a number of outbound SMTP servers,
each in a different IP-block. Naive greylisting solutions do not recognize this situation.
If a second outbound SMTP server resends a message, many greylisting solutions will
generally ask for yet another resend,” said Blank-Edelman.
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THE SOLUTION

Fortunately, Blank-Edelman read Stas Bekman'’s article on Traffic Control at ONLamp.
com three days before implementing greylisting. In the article, Bekman explains why
slowing down spam is a brilliant and effective move:

“...spammers are impatient. If they can’t deliver a message within several seconds,
they tend to abort the connection and move on to spam other servers. After all, spam-
ming is only profitable if spammers can push a lot of email across the wire. The solu-
tion used by the Traffic Control product creates the financial friction...”

Blank-Edelman chose Traffic Control to protect the College of Computer Science’s mail-
boxes running on Sun Solaris servers. Installing Traffic Control solved the main problem
of slow delivery due to machine overload and has bought time while Blank-Edelman
finds new solutions for the future. “I like the fact that Traffic Control just slows down
suspect email and doesn’t force sending SMTP servers to resend messages in the way
greylisting would,” Blank-Edelman said.

Blank-Edelman found Traffic Control clever and appealing because by slowing suspect-
ed spam traffic, spammers often give up trying to deliver the message, significantly
improving overall email performance. As with all software deployments, integrating
Traffic Control with the college’s sophisticated email delivery infrastructure met with
some initial challenges. Blank-Edelman still has a lot of praise for MailChannels. “I
really appreciate MailChannels’ persistence and patience in dealing with the problems
related to our configuration and the initial releases of their software. Traffic Control
wins my product of the year award and so does the team.”

SIGNIFICANT REWARDS

Timely delivery

Email is now delivered in a timely manner using the same email infrastructure as be-
fore, with no need for an increase in CPU power, storage, or memory.

Happy end-users

Blank-Edelman surveyed his users and they are happy with what they have experi-
enced as a dramatic reduction in spam.

Slow down feature reduces malicious attacks

Blank-Edelman likes the fact that many malicious email messages with viruses and
other malware are repelled because of the way Traffic Control identifies and slows
down abusive senders. Spammers get frustrated and move on - viruses and phishing
attacks turn away with them.

Overall cost savings

Blank-Edelman estimates that the overall cost in both dollars and work effort to pur-
chase and implement Traffic Control would be much lower than other solutions (e.g.,
hosted services or dedicated email appliances).
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Ease of infrastructure maintenance

Because the system no longer becomes overloaded by spam, the necessity of shutting it
down to clear the message queue backlog has been eliminated. “My group offers at least 55
services for the department and email, though a very important service is just one of them,”
said Edelman. “l am pleased that Traffic Control has reduced my workload so | can concen-
trate on other aspects of IT”

N

MAILCHANNELS

ABOUT MAILCHANNELS

_ www.mailchannels.com MailChannels develops and markets next generation technology solutions that ensure
Toﬁ':rzg SB'ES@maJ'r'f';;;’;;'S"";’g the reliable delivery of legitimate email while neutralizing unwanted email threats.
Fax: +1604 677 6320 MailChannels’ solutions allow information technology professionals to more effective-
ly utilize scarce resources and improve end-user productivity by dramatically improving
_MailChannels Corporation email service availability, reliability and security.
Suite 601, 602 Hastings St. West
Vancouver BC Canada V6B 1P2 Located in Vancouver, a major North American high-tech center with a history of
creating industry leading, mission critical email technologies, MailChannels customers
© 2007 MailChannels Corporation. All Rights Reserved. include Internet Service Providers, educational institutions, government organizations

MailChannels and TrafficControl are trademarks and/or

registered trademarks of MailChannels Corporation. and large corporatlons.
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